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0 Introduction

0.1 General

This document has been prepared to provide

requirements  for  establishing, implementing,
maintaining and continually improving an information
security management system. The adoption of an
information security management system is a strategic
decision for an organization, The establishment and
implementation of an organization's information
security management system is influenced by the
organization's needs and objectives, security
requirements, the organizational processes used and
the size and structure of the organization. All of these

influencing factors are expected to change over time

The information security management system
preserves the confidentiality, integrity and availability
of information by applying a risk management process
and gives confidence to interested parties that risks are

adequately managed.

It is important that the information security
management system is part of and integrated with the
organization's processes and overall management
structure and that information security is considered in
the design of processes,information systems,and
controls. t is expected that an information security
management system implementation will be scaled in

accordance with the needs of the organization.

This document can be used by internal and
external parties to assess the organization's ability to
meet the organization's own information security

requirements.

The order in which requirements are presented in
this document does not reflect their importance or
imply the order in which they are to be implemented.
The list items are enumerated for reference purpose

only.
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ISO/IEC 27000 describes the overview
and the vocabulary of information security
management

systems, referencing the

information security management
family of standards (including ISO/IEC
270032, 1SO/IEC 270045 and ISO/IEC

27005™), with related terms and definitions.

system

0.2 Compatibility with other

management system standards

This document applies the high-level
structure, identical sub-clause titles, identical
text, common terms and core definitions
defined in Annex SL of ISO/IEC Directives,
Part 1, Consolidated ISO Supplement.and
therefore maintains compatibility with other
that have

management standards

adopted the Annex SL.

system

This common approach defined in the
SL  will be

organizations that choose to operate a single

Annex useful for those

management  system that meets the
requirements of two or more management

system standards.
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1 Scope

This document specifies the requirements
for establishing,implementing, maintaining
and continually improving an information
security management system within the
context of the organization. This document
also includes requirements for the assessment
and treatment of information security risks
tailored to the needs of the organization.The
requirements set out in this document are
generic and are intended to be applicable to all
organizations, regardless of type, size or
nature. Excluding any of the requirements
specified in Clauses 4 to 10 is not acceptable

when an organization claims conformity to

this document

2 Normative references

The following documents are referred to
in the text in such a way that some or all of
their content constitutes requirements of this
document. For dated references, only the
edition cited applies. For undated references,
the latest edition of the referenced document
(including any amendments) applies.

ISO/IEC 27000, Information technology
-- Security techniques - Information security
Overview  and

management — systems--

vocabulary
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3 Terms and definitions

For the purposes of this document, the
terms and definitions given in ISO/1EC 27000
apply.

ISO and IEC maintain terminology
databases for use in standardization at the
following addresses:

ISO Online browsing platform: available
at https://www.iso.org/obp

IEC

Electropedia: available at

https://www.electropedia.org/

4 Context o the organization
4.1 Understanding the organization and

its context

The organization shall determine external
and internal issues that are relevant to its
purpose and that affect its ability to achieve
the intended outcome(S) of its information

security management system.

NOTE Determining these issues refers to
establishing the external and internal context
of the organization considered in Clause 5.4.1

of ISO 31000:2018F!.
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4.2 Understanding the needs and

expectations of interested parties

The organization shall determine:

a) interested parties that are relevant to
the information security management system;

b) the relevant requirements of these
interested parties;

¢) which of these requirements will be
addressed through the information security
management system.

NOTE The requirements of interested
parties can include legal and regulatory

requirements and contractual obligations.

4.3 Determining the scope of the

information security management system

The organization shall determine the
boundaries and applicability of the
information security management system to
establish its scope.

When determining this scope, the
organization shall consider:

a) the external and internal issues
referred to in 4.1;

b) the requirements referred to in 4.2;

¢) interfaces and dependencies between
activities performed by the organization, and
those that are performed by other
organizations.

The scope shall be available as

documented information.
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4.4 Information security management
system

The  organization shall  establish,
implement, maintain and continually improve
an  information  security = management
system,including the processes needed and
their interactions, in accordance with the

requirements of this document.

5 Leadership

5.1 Leadership and commitment
Top management shall demonstrate leadership
and commitment with respect to the

information security management system by:

a) ensuring the information security policy
and the information security objectives are
established and are compatible with the strategic
direction of the organization;
the the

b) ensuring integration  of

information  security ~management system
requirements into the organization's processes;

¢) ensuring that the resources needed for
the information security management system are
available;

d) communicating the importance of
effective information security management and
information

of conforming to the security

management system requirements;
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e) ensuring that the information security

management system achieves its intended
outcome(S);

f) directing and supporting persons to
contribute to the effectiveness of the information
security management system;

g) promoting continual improvement;and

h) supporting other relevant management
roles to demonstrate their leadership as it applies
to their areas of responsibility.

NOTE Reference to "business" in this
document can be interpreted broadly to
mean those activities that are core to the

purposes of the organization's existence.

5.2 Policy

Top management shall establish an
information security policy that:

a) is appropriate to the purpose of the

organization;

b) includes information  security
objectives(see  6.2)or  provides  the
framework for setting information

security objectives;

c) includes a commitment to satisfy
applicable  requirements related to
information security;

d) includes a commitment to continual
improvement of the information security

management system.
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The information security policy shall:

e) be available as documented
information;

f) be communicated within the
organization;

g) be available to interested parties,as

appropriate.

5.3 Organizational roles,responsibilities
and authorities

Top management shall ensure that the
responsibilities and authorities for roles
relevant to information security are
assigned and communicated within the
organization.

Top management shall assign the
responsibility and authority for;

a) ensuring that the information security
management system conforms to the
requirements of this document;

b) reporting on the performance of the
information security management system
to top management.

NOTE Top management can also assign
responsibilities and  authorities  for
reporting performance of the information
security management system within the

organization.



6. %)I_Ll‘ "ZIJ 6 Planning

6.1 Actions to address risks and opportunities
6.1.1 General
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the risks and opportunities that need to be
addressed to:
a) ensure the information security

management system can achieve its intended
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outcome(s);
b) prevent,or reduce,undesired effects;
¢) achieve continual improvement.

The organization shall plan:

AR d) actions to address these risks and
& BRSSPI
e) .

e) howto

1) integrate and implement the actions into
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its information security management system
processes; and

2)evaluate the effectiveness of these actions.

6.1.2 1|:| ‘uyémﬁﬁﬂ&fﬁ 6.1.2 Information security  risk

assessment
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The organization shall define and apply
an information security risk assessment
process that:

a) establishes and maintains information
security risk criteria that include:

1) the risk acceptance criteria;and
2) criteria for performing information

security risk assessments;
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b)ensures that repeated information security
risk assessments produce consistent, valid and

comparable results;

¢) identifies the information security risks:

1) apply the information security risk
assessment process to identify risks associated
with the loss of confidentiality,integrity and
availability for information within the scope
of the information security management
system;and

2) identify the risk owners;

d) analyses the information security risks:

1) assess the potential consequences that
would result if the risks identified in 6.1.2 ¢)1)
were to materialize;

2) assess the realistic likelihood of the
occurrence of the risks identified in 6.1.2 ¢) 1);
and

3) determine the levels of risk;

e) evaluates the information security risks:

1) compare the results of risk analysis with
the risk criteria established in 6.1.2 a);and

2) prioritize the analysed risks for risk
treatment.

The organization shall retain documented
information about the information security

risk assessment process.
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6.1.3 Information  security risk
treatment

The organization shall define and apply
an information security risk treatment process
to:

a) select appropriate information security
risk treatment options, taking account of the
risk assessment results;
controls that

b) determine all are

necessary to implement the information
security risk treatment option(s) chosen;

NOTE 1 Organizations can design
controls as required, or identify them from any
source.

¢) compare the controls determined in
6.1.3 b) above with those in Annex A and
verify that no necessary controls have been
omitted;

NOTE 2 Annex A contains a list of
possible information security controls. Users
of this document are directed to_Annex A to
ensure that no necessary information security
controls are overlooked.

NOTE 3 The information security
controls listed in Annex A are not exhaustive
and additional information security controls

can be included if needed.
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d) produce a Statement of Applicability that
contains:

---- the necessary controls(see 6.1.3 b) and ¢));
---- justification for their inclusion;

---- whether the necessary controls are
implemented or not; and

---- the justification for excluding any of the
Annex A controls.

e) formulate an information security risk
treatment plan; and

f) obtain risk owners' approval of the
information security risk treatment plan and
acceptance of the residual information security
risks.

The organization shall retain documented
information about the information security
risk treatment process.

NOTE 4 The information security risk
assessment and treatment process in this
document aligns with the principles and
generic guidelines provided in ISO 310005

6.2  Information security objectives and
planning to achieve them
The shall

organization establish

information security objectives at relevant

functions and levels. The information
security objectives shall:
a) be consistent with the information

security policy;

b) be measurable(if practicable);

¢) take into account applicable information
security requirements,and results from risk

assessment and risk treatment;
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d) be monitored;

e) be communicated;

f) be updated as appropriate;

g) be available as documented
information.
The organization shall retain documented
information on the information security
objectives. When planning how to
achieve its  information  security
objectives, the organization shall
determine:

h) what will be done;

1) what resources will be required;

j)  who will be responsible;

k) when it will be completed;and

1) how the results will be evaluated.

6.3 Planning of changes

When the organization determines the
need for changes to the information
security management system, the changes

shall be carried out in a planned manner.

7 Support

7.1 Resources

The organization shall determine and
provide the resources needed for the
establishment, implementation,
maintenance and continual improvement
of the information security management

system.
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7.2 Competence The organization shall:

a) determine the necessary competence.of
person(s) doing work under its control that
affects its information security performance;

b) ensure that these persons are

competent on the basis of appropriate

education, training, or experience;
¢) where applicable,take actions to

acquire the necessary competence, and

evaluate the effectiveness of the actions
taken;and
d) retain appropriate documented
information as evidence of competence.
NOTE Applicable actions can include,for
example:the provision of training to, the
mentoring of, or the re-assignment of current
employees;or the hiring or contracting of

competent persons.

7.3 Awareness

Persons doing work under the

organization's control shall be aware of:a)
the information security policy;

b) their contribution to the effectiveness
of the information security management
the benefits of

system, including

improved information security

performance;and

¢) the implications of not conforming
with the information security
management system

requirements.
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7.4 Communication
The organization shall determine the
external

need for internal and

communications  relevant to  the
information security management system
including:

a) on what to communicate;

b) when to communicate;

¢) with whom to communicate;

d) how to communicate.

7.5 Documented information
7.5.1 General
The organization's information security
management system shall include:

a)  documented information
required by this document; and

b) documented information
determined by the organization as being
necessary for the effectiveness of the
information security management system.
NOTE The extent of documented
information for an information security
management system can differ from one
organization to another due to:

1) the size of organization and its
type of activities,processes,products and
services;

2) the complexity of processes and

their interactions; and

3) the competence of persons.
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7.5.2 Creating and updating

When creating and updating documented
information the organization shall ensure
appropriate:

a) identification and
description(e.g.a title, date, author, or
reference number);

b) format(e.g.language,software
version,graphics) and
media(e.g.paper,electronic);and

¢) review and approval for

suitability and adequacy.

7.5.3Control of documented information

Documented information required by the
information security management system
and by this document shall be controlled
to ensure:

a) it is available and suitable for
use,where and when it is needed;and

b) it is adequately protected(e.g.from
loss of confidentiality,improper use,or
loss of integrity).

For the control of documented
information,the organization shall
address the following activities, as
applicable:

¢) distribution,access,retrieval and use;
d) storage and preservation,including the
preservation of legibility;

e) control of changes(e.g.version
control);and

f) retention and disposition.
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Documented information of external
origin, determined by the organization to
be necessary for the planning and
operation of the information security
management system,shall be identified as
appropriate,and controlled.

NOTE  Access can imply a decision
regarding the permission to view the
documented information only, or the
permission and authority to view and
change the documented information,etc.

8 Operation

8.1 Operational planning and control
The organization shall plan,implement
and control the processes needed to meet
requirements, and to implement the
actions determined in Clause 6, by:

---- establishing criteria for the processes;
---- implementing control of the
processes in accordance with the criteria.
Documented information shall be
available to the extent necessary to have
confidence that the processes have been
carried out as planned.

The organization shall control planned
changes and review the consequences of
unintended changes, taking action to
mitigate any adverse effects, as necessary.
The organization shall ensure that
externally provided processes, products
or services that are relevant to the

information security management system

are controlled
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8.2 Information security risk assessment
The  organization  shall  perform
information security risk assessments at
planned intervals or when significant
changes are proposed or occur,taking
account of the criteria established in 6.1.2
a).

The organization shall retain documented
information of the results of the

information security risk assessments.

8.3 Information security risk treatment

The organization shall implement the
information security risk treatment plan.

The organization shall retain documented
information of the results of the information

security risk treatment.



9 GO

9.1 WAL, WE. SHrTEY

YN E -

a) i EAEAAIENAE,
1545 B A R AN it 5

b) MR . HTAIPEOTET
%, &R, SITE RIS B R4
Ro PR 5 E B A AT BT AT I

OESEIErE

) ATy RARAT I AT

d)  ER AT

e) AT L 43 A AN DAt A
e

)  WER T AIPEO I e IR
AL SRAT B AT S RATIES .
LR O B IE 24 SRR A5 B ARV HEAR

AN B 45 SR o

18

9 Performance evaluation
9.1 Monitoring,measurement,analysis
and evaluation

The organization shall determine:

a)

measured,including information security

what needs to be monitored and

processes and controls;

b) the methods for

monitoring,measurement,analysis and
evaluation, as applicable, to ensure valid
results. The methods selected should
produce comparable and reproducible

results to be considered valid;

c) when the monitoring and
measuring shall be performed;

d)  who shall monitor and measure;

e)  when the results from monitoring

and measurement shall be analysed and
evaluated;
f) who shall analyse and evaluate
these results.
Documented information shall be
available as evidence of the results.

The organization shall evaluate the
information security performance and the
information

effectiveness of the security

management system.



9.2 Internal audit
9.2 W%B%*Z 9.2.1 General

The organization shall conduct internal
92.1 ,lé\mﬂ audits at planned intervals to provide

information on whether the information

ZH 23 N7 Kl S TR ] B8 JE AT P9 T o

N o security management system:

a) conforms to

It A
a) RN
o 1) the organization's own requirements
) AAEHSNEE e
) for its information security management
HR R K

system,;

2)  ARFHIER.
b) 1REIA LA RER .
9.2.2 NEEHZ X o
maintained.
AZIRITRI BESL, SEREANYES TR,
IR Trik. e ARG . £
€ WS THERI, LR AR SGL FE A
AR THAIZE R
AR
a)  HAE R U AR HEANVE 5
b) EFEE LG, SEMEE AL, BRI
FE B AT 22 1A
¢ BORIFIAR IS BEE AR B T R
SRS BNLAE Dy o Tl S Y AIE
Ll i THas R

2) the requirements of this document;

b)is  effectively  implemented  and

9.2.2 Internal audit programme

The organization shall
plan,establish,implement and maintain an
audit programme(s),including the frequency,
methods, responsibilities,planning
requirements and reporting.

When establishing the internal audit
programme(s),the organization shall consider
the importance of the processes concerned and
the results of previous audits. The
organization shall:

a) define the audit criteria and scope for
each audit;

b) select auditors and conduct audits that
ensure objectivity and the impartiality of the
audit process;

¢) ensure that the results of the audits are
reported to relevant management;

Documented information shall be
available as evidence of the implementation of

the audit programme(s)and the audit results.
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9.3 EHHTH

9.3.1 A

B e 7 T A% VR F) I TR] ) g e 2L
ARGERZeEHAER, DRI RS E
Bk FePEATE Rk

9.3.2 EHIEHEA

BBV NG L

a) DR HLPE H ERORUS i
RS

by HERZEEHAERMKMN
BB AT PN S DL AR AL 5

c) HEEREEHKRMKK
FA G TT T RANHAER AR 1

d) ERZESVAARMRG, &

& LR 7 T ) 3
1) AFFEMAY IR
2) IR AL A
3)  HRER:

l

4) ERZAHRERIEN,
e)  AHIRTT it

) KUB DAL 45 R SRR Ak &
RIFPIRES

g UL,

9.3 Management review

9.3.1 General

Top management shall review the
organization's information security
management system at planned intervals to
ensure its continuing suitability,adequacy and

effectiveness.

9.3.2 Management review inputs

The management review shall include

consideration of:

a)  the status of actions from previous
management reviews;

b)  changes in external and internal
issues that are relevant to the information
security management system;

c¢) changes in needs and expectations
of interested parties that are relevant to the
information security management system;

d) feedback on the information
security performance,including trends in:

1) nonconformities and corrective
actions;

2) monitoring and  measurement
results;

3) audit results;

4) Fulfillment of information security
objectives;

e)  feedback from interested parties;

f) results of risk assessment and
status of risk treatment plan;

g)  opportunities for continual

improvement.
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9.3.3 Management review results

The results of the management review shall
include decisions related to continual
improvement opportunities and any needs for
changes to the information security
management system.

Documented information shall be available as

evidence of the results of management reviews.

10 Improvement

10.1 Continual improvement

The organization shall continually improve the
suitability,adequacy and effectiveness of the

information security management system.
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10.2 Nonconformity and corrective action

When a nonconformity occurs,the
organization shall:

a) react to the nonconformity,and as
applicable:

1) take action to control and correct it;
2) deal with the consequences;

b) evaluate the need for action to
eliminate the causes of nonconformity, in
order that it does not recur or occur
elsewhere,by:

1) reviewing the nonconformity;
2) determining the causes of the
nonconformity;and
3) determining if similar
nonconformities exist, or could potentially
occur;

©)
d)

implement any action needed,
review the effectiveness of any
corrective action taken; and

e) make changes to the information
security management system,if necessary.
Corrective actions shall be appropriate to the
effects of the nonconformities encountered.
Documented information shall be available as
evidence of:

f) the nature of the nonconformities and
any subsequent actions taken,

g) the results of any corrective action.
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Annex A (normative)

Information security controls reference

The information security controls listed in
Table A.1 are directly derived from and
aligned with those listed in ISO/IEC
27002:2022M1 Clauses 5 to 8, and shall be

used in context with 6.1.3.

Table A.1 — Information security controls

R Al- FERREER

5 Organizational c ontrols ZHZ3%Hi
Control
Policies for information Information security policy and toplc.—spemﬁc pohc%es shall be
5.1 security defined, approved by management, published, communicated to and
acknowledged by relevant personnel and relevant interested parties,
and reviewed at planned intervals and if significant changes occur.
1 B2 A B il (5 R ISR E SIS BARE S, IR R,
H Ty TR R A N \ N N N1 = S,
5.1 FIRN AR ZEARSE T AT IAE AN, FEEETHRIRI RN RS A A
RIS BT PP o
Control
Information security roles and
5.2 o Information security roles and responsibilities shall be defined and
responsibilities
allocated according to the organization needs.
. il NARYEH LN 72 XA BCE B2 A AR 5T .
5.2 AR M BMTUE
Control
5.3 Segregation of duties Conflicting duties and conflicting areas of responsibility shall be
segregated.
53 |EATIE P NEor B R R BT L DT VI
Control
54 Management responsibilities Management shall require all personnel to apply information security
in accordance with the established information security policy, topic-
specific policies and procedures of the organization.
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54 | EHEIME NN
S ESUIEET S
Control
5.5 Contact with authorities The organization shall establish and maintain contact with relevant
authorities.
55 | SIRBEHURRIER R el HLN AR RIRBENLI LI IR IR &
Control
56 Contact with special interest | The organization shall establish and maintain contact with special
' groups interest groups or other specialist security forums and professional
associations.
e P LN SRR a5 A A Bk 2 e Is M o
56 | SR B e o -
SEIFORFFIR AR
Control
5.7 Threat intelligence Information relating to information security threats shall be collected
and analysed to produce threat intelligence.
e P BUCEER T 515 R 2 2B RIER, DU RS
ST | BAm ) " " ﬁ
o
58 Information security in project | Control
' management Information security shall be integrated into project management.
58  |WHEHEPREEZE Pl PORHE B2 ROINTH &,
Control
Inventory of information and
5.9 . An inventory of information and other associated assets, including
other associated assets
owners, shall be developed and maintained.
5.9 Y4 ES GaE Pl Sigw| F4EE B OC B PG B, IR IE & .
Control
510 Acceptable use of information | Rules for the acceptable use and procedures for handling informatior)
' and other associated assets and other associated assets shall be identified, documented and
implemented.
510 GRS HAR R B AL A | B RIRE G SRS RT S A AR RIAR RS S A AR

HEN

KPR o
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Control

Personnel and other interested parties as appropriate shall return all

5.11 |Return of assets o ) ] .
the organization’s assets in their possession upon change of
termination of their employment, contract or agreement.
s il

511 |57 IHE i 53 TR ARAR G T AL A [ b AR SE B2 A ) it
HANA B A58
Control

512 | Classification of information Information shall be classified according to the information security
needs of the organization based on confidentiality, integrity,
availability and relevant interested party requirements.
il

512 BRI NARYEHARNIE R 22K, TR, 8. aTHEMM 5%
Flas ISR, WHE BT .
Control

513 |Labelling of information An appropriate set of procedures for information labelling shall bg
developed and implemented in accordance with the information
classification scheme adopted by the organization.

513 5 il

fa BHIbRIE AR AL SN R AE B 07 R E L EE L EE AR

W
Control

514 |Information transfer Information transfer rules, procedures, or agreements shall be in
place for all types of transfer facilities within the organization and
between the organization and other parties.
s il

S04 | 2R R LA P B R LA SO 7 2 T SR 0 R S 1
SARRRIN R B
Control

515 | Access control Rules. to control physical and logl.cal access Fo information and othef
associated assets shall be established and implemented based on
busi- ness and information security requirements.
il

505 |Vl ROETALS RIS B2 Bk, 3k Sehunt (5 AL AAR S 27
W ERANZ AR [ 0 4% 1
Control

5.16 |Identity management
The full life cycle of identities shall be managed.

516 | S bl
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Control

Allocation and management of authentication information shall bg

5.17 | Authentication information . ] o
controlled by a management process, including advising personnel
on appropriate handling of authentication information.
il
517 |E A RIEE TR, XSS R LA AT R, RS )
5 ELRDE 2 A B e A SR L
Control
518 | Access rights Acce's§ rights t(.) 1nformat1(.)n and other asso.c1ated assets sh.all be
provisioned, reviewed, modified and removed in accordance with thg
organization’s topic-specific policy on and rules for access control.
il
5.18 | Vil AR 87 #2 MR AL R A 2 SR A7 e 4 R, e R ARG 5%
FEHIYT FBR AR E « w A BRI .
Control
519 Information security in supplier| Processes and procedures shall be defined and implemented to
' relationships manage the information security risks associated with the use of
supplier’s products or services.
. S Pl RE SCRSEEE RERRE R, LS B S8 B AL RO RE 7~ el iR
519 SRR RRmEREe | "
FARRHIE B2 4 XK o
Addressing information| Control
520 |security ~ within  supplie Relevant information security requirements shall be established and
agreements agreed with each supplier based on the type of supplier relationship.
520 FE AR R P BRI AE 2 | PR NARYEOERIR R R, BIEMRIIEE ZAEER, F 5
' e B A 2
Managing information securityl Control
591 in  the information andProcesses and procedures shall be defined and implemented to
' communication technology manage the information security risks associated with the ICT]
(ICT) supply chain products and services supply chain.
. o o TR NOE SOMSEEREAIRERY, LAEELS ICT 7 AR 55 L
521 | EICT RS Raeay 0 oo & T
BER R A1 B 2 A XU .
Monitoring, review and changg Control
522 |management  of  supplief The organization shall regularly monitor, review, evaluate and
services

manage change in supplier information security practices and service
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delivery.

PRV AR5 AL PP AR

). HARGEIRI . HE PP BN (E B 2 ek M

5.22 e RN
T RS55S4 T3 T IR A o
Control
593 Information security for use of |Processes for acquisition, use, management and exit from cloud
' cloud services services shall be established in accordance with the organization’s
information security requirements.
. s i NARRHSIE R 220K, B BIRSGSIERI. (EH ERE
523 |EAZRSHREERE g
FIR AR
Control
Information security inciden{ The organization shall plan and prepare for managing information
524 |management planning andsecurity incidents by defining, establishing and communicating
preparation information security incident management processes, roles and
responsibilities.
504 BR LA (incident) P 1] HARLEM E L ELAIEE R ZEFHE TR, A
' TR % MTE, FERIAMHE RS BE B 2 edet.
Control
Assessment and decision on in-
5.25 . . The organization shall assess information security events and decide
formation security events
if they are to be categorized as information security incidents.
15 B2 event) T 2. HEZANIEALE S Zes i, FRERGHRAXAEER &
525 |,
HE E L
Control
Response to information
5.26 o Information security incidents shall be responded to in accordance
security incidents
with the documented procedures.
S .
B9 (incidents) M| . , I
5.26 F; Pl EAZ MO R R R RS S 2 A
Control
Learning from information
5.27 o Knowledge gained from information security incidents shall be used
security incidents
to strengthen and improve the information security controls.
MAE B 249 Cincidents) | $27): M5B 2 49 bR IURR R I T I s A sk A5 B 22 4
5.27 -
> o
Control
5.28 | Collection of evidence

The organization shall establish and implement procedures for the

identification, collection, acquisition and preservation of evidence
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related to information security events.

‘ PRl HENENIFSERG) . Wk, SRBUM RS B 22t M
528 | UEHE AR -
9%&% R .
Control
Information security  during
5.29 disruption The organization shall plan how to maintain information security at
an appropriate level during disruption.
N PR LGN SRR e A m I ST IR A5 S 22 4 fR A A 2 ) 27
529 [T O 24 i -
Control
530 ICT readiness for business|[CT readiness shall be planned, implemented, maintained and tested
' continuity based on business continuity objectives and ICT continuity
requirements.
530 5 R A FE S B AT | Fh: BRI BRI ICT 15 BERIESME R 2K, M
' i RilL St PTG ICT HER SO
Control
531 Legal, statutory, regulatory and | Legal, statutory, regulatory and contractual requirements relevant to
' contractual requirements information security and the organization’s approach to meet thesd
requirements shall be identified, documented and kept up to date.
PP Pl BRI DR S5 B 2 R HEE. L
531 |k, L ERSREESR L e
B[R SR DL S A 2006 A IR BRI T 1
Control
532 |Intellectual property rights The organization shall implement appropriate procedures to protect
intellectual property rights.
532 | HIAL Pl 2 SNSRI 24 B RURE R PR 7 R AL
Control
5.33 | Protection of records Records shall be protected from loss, destruction, falsification,
unauthorized access and unauthorized release.
. ‘ PR ACRMARI AR IEE R BR. Dhid, KA M
533 iR o 8
RESFILHI AN -
Privacy and protection of Control
534 |personal identifiable The organization shall identify and meet the requirements regarding

information (PII)

the preservation of privacy and protection of PII according to
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applicable laws and regulations and contractual requirements.

2l AHGANARYE A IR AR & R ER, M e ok B

534 |FRALAN PIIGRY" ‘ i
AAFT PIT AR IR
Control
Independent review of The organization’s approach to managing information security and it
535 |, . . implementation including people, processes and technologies shall bg
information security
reviewed independently at planned intervals, or when significant
changes occur.
. S il HEVEHUE B 2Tk MLt (B AR RN
535 |fEEAA NP GRS OO
AR REAE T PRI T7] ] 8% 5 A B R AR AN AT ST 7
Compliance with policies, ruleq Control
536 |and standards for information Compliance with the organization’s information security policy, topic
security specific policies, rules and standards shall be regularly reviewed.
536 WOEE R ZAEBOR. MNASS |26 MENT EL G aHRARE R ZeRE. Tusng. M
' i AARHE o
Control
Documented operating
5.37 procedures Operating procedures for information processing facilities shall be
documented and made available to personnel who need them.
‘ . P A5 5 A BB B A T R AC R AE 55 T R I A A
537 | SCAHLIERERR w -
6 People controls A 71 # il
Control
Background verification checks on all candidates to becomsg
personnel shall be carried out prior to joining the organization and on
6.1 Screening an ongoing basis taking into consideration applicable laws
regulations and ethics and be proportional to the business
requirements, the classification of the information to be accessed and
the perceived risks.
B B DG A AR AR, R P A s IR
6.1 |H#A A, W SHATIRAE S, 55 ER, ViE R RERMN 59

ot A RS ATAE Fo
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Control

Terms and conditions off
6.2 The employment contractual agreements shall state the personnel’s
employment
and the organization’s responsibilities for information security.
FLAE G TR [R5 5 R i o A AR AT AN AL 0 {5 B 2 ) 53
6.2 [ AEHISFR SR i
f£.
Control
Personnel of the organization and relevant interested parties shall
63 Information security awareness,| receive appropriate information security awareness, education and
' education and training training and regular updates of the organization's information
security policy, topic-specific policies and procedures, as relevant for
their job function.
i s s o |ABITHE RTHMREFRTT, BEELTAERRE, #XELE 7
63 |fERRAER. HEfm | R
FEME, LA LRSI E R 115 R
Control
6.4 Disciplinary process A disciplinary process shall be formalized and communicated to take
actions against personnel and other relevant interested parties whq
have committed an information security policy violation.
. . ﬂﬁEﬁm Eﬂﬁ%ﬁmkﬂ&ﬁ SR E R 2 e i T
6.4 MR
Control
Responsibilities after
o Information security responsibilities and duties that remain valid
6.5 termination or change of
after termination or change of employment shall be defined, enforced
employment
and communicated to relevant personnel and other interested parties.
LA E A 2 1R B S R AT B8 B 2 s E A LIRS, Bk &
6.5  |[AEHZ LRI THE R TEE R HHAT -
Control
Confidentiality o Confidentiality or non-disclosure agreements reflecting th
6.6 . organization’s needs for the protection of information shall bg
non-disclosure agreements S . .
identified, documented, regularly reviewed and signed by personnel
and other relevant interested parties.
et . BERG S SCEA E BIPF o S 2 U005 B ORI 5 S DR BOAS itk
6.6 | LR EANIHERE il " m=

FRPMIEER, It R CANHARAR DGR 2 77 45
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Control

Security measures shall be implemented when personnel are working

6.7 Remote working ] ] )
remotely to protect information accessed, processed or stored outside
the organization’s premises.

67 i M TIRAE AR, NS 2 it  DAMRIFEH R T 2 A

. E . o
) ALBEEAAE R
Control
6.8 Information security event re- | The organization shall provide a mechanism for personnel to report
' porting observed or suspected information security events through
appropriate channels in a timely manner.
N AHZANARAE B, A 03 TR IS 2 SR T AN AR I E R

68 |{ZHEAHES (evend) R | 0 B - "
BEE B2 e t.

7 Physical controls #J£ 4% il
Control

7.1 Physical security perimeters Security perimeters shall be defined and used to protect areas that
contain information and other associated assets.

s PR BE SOMME 22 4 SRR BUR B B RS BACEE &

71 | "
it P X3
Control

7.2 Physical entry Secure areas shall be protected by appropriate entry controls and
access points.

Pl e XIE RS SR DR R, PR AR A

72 |HEAN RN
A ST
Control

Securing offices, rooms and
7.3 faciliti Physical security for offices, rooms and facilities shall be designed
acilities
and implemented.

73 |BAE BRMEREZ S ([ BN AE S BN R B A T
Control

7.4 Physical security monitoring | Premises shall be continuously monitored for unauthorized physical
access.

74 |WHR AR Pl NERREATIN b5t 5 R R B BE T[]
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Protecting against physical and

Control

Protection against physical and environmental threats, such as natural

7.5 .
environmental threats disasters and other intentional or unintentional physical threats tq
infrastructure shall be designed and implemented.
T \ PR BB MSERA S, BRI, ER K E
7.5 |SNESERELEA AR | o
AN A o itk 1t A7 A5 BTG T A D B B
Control
7.6 Working in secure areas Security measures for working in secure areas shall be designed and
implemented.
7.6 |[EEEXITAE el BT AN SE AR 2 48 X AR I 22 4 it
Control
77 Clear desk and clear screen Clear desk rules for papers and removable storage media and cleaf
screen rules for information processing facilities shall be defined and
appropriately enforced.
. PR EEDR AR AT AR S BT, RIBOE PR I g EAT X
77| S R R - VI, o "
B RN, A FH T L5 R R
Control
7.8 Equipment siting and protection
Equipment shall be sited securely and protected.
7.8 | W LEMRY el WAk BB AR L RS IR R BIRY
Control
7.9 Security of assets off-premises
Off-site assets shall be protected.
7.9 | PTANBE R A el MR BT AR EIORY
Control
710 | Storage media Storage media shall be managed through their life cycle of
acquisition, use, transportation and disposal in accordance with thg
organization’s classification scheme and handling requirements.
710 | AR P NAREAZN 7 FTHRIRIC B ER, 3R EH . 184 A
. 1 Al N : ML=
0 U R A L 3 P 4 DA
Control
7.11 | Supporting utilities Information processing facilities shall be protected from poweq

failures and other disruptions caused by failures in supporting
utilities.

32



2l B ORI e T e SRR ) SRR SRS YR

701 | SCHFFIEBCHE
ANHA 18T o
Control
7.12 | Cabling security Cables carrying power, data or supporting information services shall
be protected from interception, interference or damage.
112 | timas P BORIEAL S BOCRHME SRS B AR S ALE AR 55 % =2
‘ - BT, THREE -
Control
7.13 | Equipment maintenance Equipment shall be maintained correctly to ensure availability,
integrity and confidentiality of information.
‘ o Sl WA E T AR AED, DU ORHFF LT P, e
113 | e hi 34 3 Frt 7€
TR
Control
714 Secure disposal or re -use of | Items of equipment containing storage media shall be verified to en-
' equipment sure that any sensitive data and licensed software has been removed
or securely overwritten prior to disposal or re-use.
. . . S RS REEN R A { M HBATIE, b b
&%E"Jﬁéﬂ‘ﬁ@iﬁﬂﬁﬁ }I%J @Ji:lj%ﬁ)l D‘Eﬁﬁ?mﬁ)‘f?ﬁﬁﬂﬂ ﬂlﬁ%1T*/(§éJ\ﬁﬁ'f%E’ﬁL H
7.14 BRI R, ARTEURAE BRI A OB e 2 E 5.
8 Technological controls 7 Az il
Control
8.1 User end point devices Information stored on, processed by or accessible via user end point
devices shall be protected.
. P
8.1  |H /&l R .
ORAF H P 2o se g BAFAE . Ab BT R 15 B
Control
8.2 Privileged access rights The allocation and use of privileged access rights shall be restricted
and managed.
82  [HFBLUTIFIAL ‘L B A1) AR BRSO ) BSLF) 2 B A T
Control
. - Access to information and other associated assets shall be restricted
8.3 Information access restriction
in accordance with the established topic-specific policy on accesq
control.
SRR FEVF 77, RS CSLRREE 7 BT IR U7 R B A
8.3 | E VI BRI

flt AR B
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Control

8.4 Access to source code Read and write access to source code, development tools and
software libraries shall be appropriately managed.
8.4 | VRACHS T i BLIE 2 I EARRY . TR A TR 3 V5 1)
Control
25 Secure authentication Secure authentication technologies and procedures shall be
implemented based on information access restrictions and the topic
specific policy on access control.
85 |eaiur LR TE S U e BRI A5 ] o PR AR R T B S A By B
' UERCAR TR
Control
8.6 Capacity management The use of resources shall be monitored and adjusted in line with
current and expected capacity requirements.
8.6 |HEEH ELAR S 24 B0 FRU PR B 2 SR M R 8 8 U ) A P A 70
Control
8.7 Protection against malware Protection against malware shall be implemented and supported by
appropriate user awareness.
8.7 | BivaEEAt B3 2 P SR S A S R AR B
Control
. .| Information about technical vulnerabilities of information systems in
Management  of  technical
8.8 . use shall be obtained, the organization’s exposure to such
vulnerabilities o i
vulnerabilities shall be evaluated and appropriate measures shall bg
taken.
. e HIERARTHEERGHARANELR, WEALRE TR W
8.8. |HAMTIMEEE AR : o
TRRITEDL,  FFRIGE 25 -
Control
2.9 Configuration management Configurations, including security configurations, of hardware
software, services and networks shall be established, documented
implemented, monitored and reviewed.
o |TEEE bl MEQRLERE, MO Bork 5L R H e

L A0, SR, IR A
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8.10

Information deletion

Control

Information stored in information systems, devices or in any other

storage media shall be deleted when no longer required.

8.10

2l FAHEGERARS. WAL CEMEMENNER, 48 &
L R R o

&.11

Data masking

Control

Data masking shall be used in accordance with the organization’s
topic-specific policy on access control and other related topicH
specific policies, and business requirements, taking applicabld

legislation into consideration.

&.11

HcHs 1

PR RARYE LR R i A E AR R R G 5 K
A& R, SRR

8.12

Data leakage prevention

Control

Data leakage prevention measures shall be applied to systems, net-
works and any other devices that process, store or transmit sensitive

information.

8.12

K Byt

] Bl MR T ROE ] T AR R B AR BUR(E B R
Gty LS FEAT HAt B %

8.13

Information backup

Control

Backup copies of information, software and systems shall bg
maintained and regularly tested in accordance with the agreed topic-
specific policy on backup.

8.13

(ERSS-20

. NI EEE KSR, MEE . AR R GGG HEAT
s FEE .

8.14

Redundancy of information

processing facilities

Control

Information processing facilities shall be implemented with
redundancy sufficient to meet availability requirements.

8.14

(ERSY SERS 3 VW

el A5 BACBEBORN 2 SEIL TR, PATH 2 W] FPEEEKR

&.15

Logging

Control

Logs that record activities, exceptions, faults and other relevant

events shall be produced, stored, protected and analysed.
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8.15 & \ L
AR HSHIHE.
Control
816 |Monitoring activities Networks, systen.ls and apphcatl.ons sh'flll be monitored for
anomalous behaviour and appropriate actions taken to evaluatg
potential information security incidents.
8.16 |47 il BIRIMYS . REMNAREFRRTET N, JERIUESH
' TEVHAERAE RIS B 2 A gt
Control
8.17 | Clock synchronization The clocks of information processing systems used by the
organization shall be synchronized to approved time sources.
I ol [ 2 \ N . .
8.17 Pl ALZUE T BOAE B AL T 28 Gt ) I b 25 bk v e A ) Y ] 2
Control
Use of privileged utility
8.18 programs The use of utility programs that can be capable of overriding system
and application controls shall be restricted and tightly controlled.
P PR ] RE RS T o RGOS AR PRI SRR P
8.18 | RIS IR I " T N
A .
Control
Installation of software on|
8.19 . Procedures and measures shall be implemented to securely manage
operational systems
software installation on operational systems.
8.19 |IBAT RGLHIEMT 2%k Pl SEHAR A I DA 22 e B E R R 3
Control
8.20 | Networks security Networks and network devices shall be secured, managed and
controlled to protect information in systems and applications.
. Pl PIZRAIM SRR NI BRI RN, DRI RGER
820 | MLtzia: o o
MAEFP RIS .
Control
8.21 | Security of network services | Security mechanisms, service levels and service requirements of
network services shall be identified, implemented and monitored.
\ P RIRAE . SERA M2 ST ) 2] IR ZOAR 55
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Control

8.22 | Segregation of networks Groups of information services, users and information systems shall
be segregated in the organization’s networks.

8.22 | MZ%lEEs il A EIRGAH. F P HANE B ARG AEH I IS T RE RS
Control

8.23 | Web filtering Access to external websites shall be managed to reduce exposure to
malicious content.

8.23 |MTTLE Pl NS FRONE S DR il (T 1) DA T o R A A T R RE
Control

8.24 | Use of cryptography Rules for the effective use of cryptography, including cryptographic
key management, shall be defined and implemented.

8.24 | HLALE il g PSS e B RS 2 R, EuAR i s e
Control

8.25 | Secure development life cycle | Rules for the secure development of software and systems shall be
established and applied.

8.25 | ZAHIIT AR A i fA Pt e NAZ IR SN TR AT A ZR 8 10 22 40T RN
Control

Application security]
8.26 . Information security requirements shall be identified, specified and
requirements

approved when developing or acquiring applications.

8.26 | NIRER M4 K il NARYEH L) 7 XA ACE B2 A IR 5T .
Control

827 Secure system architecture and | Principles for engineering secure systems shall be established)

' engineering principles documented, maintained and applied to any information system
development activities.
\ RIS, 0. 4 TR RGN EN RN TEMEE R
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Control

8.28  |Secure coding
Secure coding principles shall be applied to software development.

8.28 | LAIK IR 2 2 2 DU L FH - B AT o
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Security testing in development

Control

8.29 Security testing processes shall be defined and implemented in the
and acceptance
development life cycle.
829 [JFAAMIGUCF YA | BAETT A i A b SORISE it 22 4 it A
Control
8.30  |Outsourced development The organization shall direct, monitor and review the activities
related to outsourced system development.
8.30 |4MIITK HANFRT . MEMPFEH 550 R GOT R RIS .
Control
Separation of development, test
8.31 . . Development, testing and production environments shall be separated
and production environments
and secured.
8.31 | JFA MNHIAF“IAEEHI M | TR WARI AR P A L% 7 5 0 32 B AR 4P
Control
8.32  |Change management Changes to information processing facilities and information systems
shall be subject to change management procedures.
832 |ARHEM 7 R AL BN A S5 2R G AR B B AR A AR
Control
8.33 | Test information Test information shall be appropriately selected, protected and
managed.
8.33 |MEMEE LG e ORI BRI S S
Control
234 Protection  of  information Audit tests and other assurance activities involving assessment of
' systems during audit testing | operational systems shall be planned and agreed between the tester
and appropriate management.
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